
Monitoring,
in the cloud
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Monitoring & Observability

App Monitoring

Custom Metrics

Grafana Datasource

Observability 

Demo
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Monitoring & 
Observability
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Monitoring &
Observability

🔭
Observability

“Debug“ the system in 
real-time. 

Undefined 
properties/patterns

🖥
Monitoring

Understanding the 
present/past state of the 

system.

Predefined 
metrics/logs

“Devops Measurement: Monitoring and Observability | Google Cloud.” Google, Google, 
cloud.google.com/architecture/devops/devops-measurement-monitoring-and-observability. 
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Trend 
Analysis

Impromptu 

Debugging Alerting

Why should SWEs do the monitoring?

Change 
Analysis
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Business Metrics

•

•

•

•

Platform Metrics

•

•

•

•

3 Monitoring Targets

App Metrics

•

•

•

•
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App Monitoring
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Application Monitoring
Tech Stack

Data Collection/Storage Data VisualizationApplication
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Application Monitoring
Tech Stack

Dev/SE

Alert 
Channels

Spring 
Actuator

Prometheus Grafana
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JVM

System

Logger

Web MVC/WebFlux

Datasource

What is
Spring Actuator?

App Monitoring & Control
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Spring Actuator
Prometheus Endpoint
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What is
Prometheus?

Time Series DB

Label-based Data Model Works well with Kubernetes

All-in-one Solution
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What is
Grafana?

PLEX

Elasticsearch

Redis

Prometheus

AWS

CloudWatch

InfluxDB MySQL (RDB)

Grafana
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Custom Metrics
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Custom Metrics
Meters

Counter Gauge Timer
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Time Taken to Call an External API
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Limitations of @Timed

View Page Cached? Return page

Save cache

YES

NO



Increment RDB read 
counter

Increment Cache read 
counter
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Grafana Datasources



D
an

ie
l 
K
im

21

Grafana Datasources
AWS CloudWatch
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Grafana Datasources
MySQL (RDB)
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Observability
Distributed Tracing
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4 Quadrants of Risk

CAUSE identified?

Yes No

P
R
O

B
LE

M
 i
d
en

ti
fi
ed

?

Ye
s

Internal Server Error

Unchecked input is the cause

Memory Leak

Cause Unknown

N
o

AWS Failure leads to service failure

Don’t know which AWS service failed

Don’t know what errors will happen,

Don’t know what will cause errors
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How Can We Prevent the Unpredictable?

• You Can’t.

Incidents will occur 

NO MATTER WHAT

• But, we can prepare:

🩹 Rapid Incident Response &  
 Recovery

 💀 Postmortem & 
  Root Cause Analysis

🚧 Mitigate Failure Recurrence
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Foo

API

Dashboard

Frontend

Dashboard

API

Bar

API

18ms

780ms

24ms

Distributed Tracing
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Distributed Tracing
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WebVitals

Frontend Tracing



D
an

ie
l 
K
im

29

Duration of all actions

Related
Transactions across 

different 
microservices

Frontend
Trace Detailed View
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DB call, HTTP API call 
Time Taken

User Info

Application Log

API Trace 
Detailed View
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Transaction

Stack Trace

API Error 
Detailed View
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A little show off: My OSS contribution🎉🙈



Thank you.

Daniel Kim


